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Introducing 

Our digital world is one of rapid and constant 
change. To keep up, organisations need a 
workforce with the skills to design, develop, 
implement, manage and protect the data and 
technology that powers their success. 

As the global, industry-recognised skills and 
competency framework for the digital world, the 
Skills Framework for the Information Age (SFIA) 
provides a best-practice approach to mapping 
organisation-wide digital skills and identifying 
opportunities for new talent.  

Read on to discover how aligning your workforce 
with SFIA can ensure digital skills gaps are 
identified and filled, upskilling programs are 
tailored to business goals and employees are 
prepared for the challenges of the future. 

SFIA 8 Summary Chart
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Change and transformation
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Levels of responsibility

Development and implementation

Level 1 - Follow
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Level 3 - Apply

Level 4 - Enable
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Level 6 - Initiate, influence

Level 7 - Set strategy, inspire, mobilise

Delivery and operation

The SFIA Framework describes seven levels 

of increasing responsibility, accountability 

and impact from Level 1, the lowest, to Level 

7, the highest.

Each of the seven levels is labelled with a 

guiding phrase to summarise the level of 

responsibility. 

Strategy and planning 

 1 2 3 4 5 6 7

 Strategic planning 

ITSP     5 6 7

 Information systems coordination 
ISCO      6 7

 Information management  

IRMG    4 5 6 7

 Enterprise and business architecture 
STPL     5 6 7

 Solution architecture 

ARCH    4 5 6 

 Innovation 

INOV     5 6 7

 Emerging technology monitoring 
EMRG    4 5 6 

 Research 

RSCH  2 3 4 5 6 

 Demand management 

DEMM     5 6 

 Investment appraisal 

INVA    4 5 6 

 Financial management 

FMIT    4 5 6 

 Measurement 

MEAS   3 4 5 6 

 Sustainability 

SUST    4 5 6 

 Continuity management 

COPL  2 3 4 5 6 

Security and privacy 

 1 2 3 4 5 6 7

 Information security 

SCTY   3 4 5 6 7

 Information assurance 

INAS   3 4 5 6 7

 Personal data protection  

PEDP     5 6 

 Vulnerability research 

VURE   3 4 5 6 

 Threat intelligence 

THIN  2 3 4 5 6 

Governance, risk and compliance 
 1 2 3 4 5 6 7

 Governance 

GOVN      6 7

 Risk management  

BURM   3 4 5 6 7

 Audit 

AUDT   3 4 5 6 7

 Quality management 

QUMG   3 4 5 6 7

 Quality assurance 

QUAS   3 4 5 6 

Advice and guidance 

 1 2 3 4 5 6 7

 Consultancy 

CNSL    4 5 6 7

 Specialist advice 

TECH    4 5 6 

 Methods and tools 

METL   3 4 5 6 

Change implementation 

 1 2 3 4 5 6 7

 Portfolio management 

POMG     5 6 7

 Programme management 

PGMG      6 7

 Project management 

PRMG    4 5 6 7

 Portfolio, programme and project support 
PROF  2 3 4 5 6 

Change analysis 

 1 2 3 4 5 6 7

 Business situation analysis 
BUSA   3 4 5 6 

 Feasibility assessment 

FEAS   3 4 5 6 

 Requirements definition and management REQM  2 3 4 5 6 

 Business modelling 

BSMO  2 3 4 5 6 

 Acceptance testing 

BPTS  2 3 4 5 6 

Change planning 

 1 2 3 4 5 6 7

 Business process improvement 
BPRE     5 6 7

 Organisational capability development 
OCDV     5 6 7

 Organisation design and implementation 
ORDI    4 5 6 7

 Organisational change management  
CIPM   3 4 5 6 

 Benefits management 

BENM     5 6 

Systems development 

 1 2 3 4 5 6 7

 Product management 

PROD   3 4 5 6 

 Systems development management 
DLMG     5 6 7

 Systems and software life cycle engineering SLEN    4 5 6 7

 Systems design 

DESN   3 4 5 6 

 Software design 

SWDN  2 3 4 5 6 

 Network design 

NTDS   3 4 5 6 

 Hardware design 

HWDE   3 4 5 6 

 Programming/software development 
PROG  2 3 4 5 6 

 Systems integration and build 
SINT  2 3 4 5 6 

 Testing 

TEST 1 2 3 4 5 6 

 Software configuration 

PORT   3 4 5 6 

 Real-time/embedded systems development RESD  2 3 4 5 6 

 Safety engineering 

SFEN   3 4 5 6 

 Safety assessment 

SFAS    4 5 6 

 Radio frequency engineering 
RFEN  2 3 4 5 6 

 Animation development 

ADEV   3 4 5 6 

Data and analytics 

  1 2 3 4 5 6 7

 Data management  

DATM    4 5 6 

 Data modelling and design 
DTAN  2 3 4 5  

 Database design 

DBDS   3 4 5  

 Data engineering  

DENG  2 3 4 5 6 

 Database administration 

DBAD  2 3 4 5  

 Data science 

DATS  2 3 4 5 6 7

 Machine learning 

MLNG  2 3 4 5 6 

 Business intelligence 

BINT  2 3 4 5  

 Data visualisation 

VISL   3 4 5  

User experience 

  1 2 3 4 5 6 7

 User research 

URCH   3 4 5 6 

 User experience analysis 

UNAN   3 4 5  

 User experience design 

HCEV   3 4 5 6 

 User experience evaluation 
USEV  2 3 4 5 6 

Content management 

  1 2 3 4 5 6 7

 Content authoring 

INCA 1 2 3 4 5 6 

 Content publishing 

ICPM 1 2 3 4 5 6 

 Knowledge management 

KNOW  2 3 4 5 6 7

Computational science 

  1 2 3 4 5 6 7

 Scientific modelling 

SCMO    4 5 6 7

 Numerical analysis 

NUAN    4 5 6 7

 High-performance computing 
HPCC    4 5 6 7

Stakeholder management 

 1 2 3 4 5 6 7

 Sourcing 

SORC  2 3 4 5 6 7

 Supplier management 

SUPP  2 3 4 5 6 7

 Contract management 

ITCM   3 4 5 6 

 Stakeholder relationship management 
RLMT    4 5 6 7

 Customer service support 

CSMG 1 2 3 4 5 6 

 Business administration 

ADMN 1 2 3 4 5 6 

Sales and marketing 

 1 2 3 4 5 6 7

 Marketing 

MKTG  2 3 4 5 6 

 Selling 

SALE   3 4 5 6 

 Sales support 

SSUP 1 2 3 4 5 6 

Technology management 

 1 2 3 4 5 6 7

 Technology service management 
ITMG     5 6 7

 Application support 

ASUP  2 3 4 5  

 IT infrastructure 

ITOP 1 2 3 4 5  

 System software 

SYSP   3 4 5  

 Network support 

NTAS  2 3 4 5  

 Systems installation and removal 
HSIN 1 2 3 4 5  

 Configuration management 
CFMG  2 3 4 5 6 

 Release and deployment 

RELM   3 4 5 6 

 Storage management 

STMG   3 4 5 6 

 Facilities management 

DCMA   3 4 5 6 

Service management 

 1 2 3 4 5 6 7

 Service level management 

SLMO  2 3 4 5 6 7

 Service catalogue management 
SCMG   3 4 5  

 Availability management 

AVMT    4 5 6

 Capacity management 

CPMG    4 5 6 

 Incident management 

USUP  2 3 4 5  

 Problem management 

PBMG   3 4 5  

 Change control 

CHMG  2 3 4 5 6 

 Asset management 

ASMG  2 3 4 5 6 

 Service acceptance 

SEAC    4 5 6 

Security services 

 1 2 3 4 5 6 7

 Security operations  

SCAD 1 2 3 4 5 6 

 Vulnerability assessment 

VUAS  2 3 4 5  

 Digital forensics 

DGFS   3 4 5 6 

 Penetration testing  

PENT   3 4 5 6 

People management 

 1 2 3 4 5 6 7

 Performance management 
PEMT    4 5 6 

 Employee experience 

EEXP    4 5 6 

 Organisational facilitation 

OFCL    4 5 6 

 Professional development 

PDSV    4 5 6 

 Workforce planning 

WFPL    4 5 6 

 Resourcing 

RESC   3 4 5 6 

Skills management 

 1 2 3 4 5 6 7

 Learning and development management 
ETMG   3 4 5 6 7

 Learning design and development 
TMCR   3 4 5  

 Learning delivery 

ETDL  2 3 4 5  

 Competency assessment 

LEDA   3 4 5 6 

 Certification scheme operation 
CSOP  2 3 4 5 6 

 Teaching 

TEAC  2 3 4 5 6 7

 Subject formation 

SUBF    4 5 6 7

The SFIA Foundation is the global not-for-profit organisation which owns the Skills Framework for the Information Age. 

SFIA® is a registered trademark of the SFIA Foundation. © copyright SFIA Foundation 2021

  



SFIA: A framework for the 
future-proof digital workforce
In the information age, organisations are 
struggling to keep pace with the digital skills 
required to power their IT teams. Simultaneously 
around the world, untapped talent lies dormant 
in underserved and overlooked communities 
including veterans, refugees, Indigenous 
Peoples, military families and youth.

SFIA, alongside WithYouWithMe’s (WYWM’s) 
Potential platform, can play a critical role in 
transforming the lives of candidates in these 
marginalised populations and future-proofing 
the workforce for the information age.   

SFIA is a unique tool that provides a common 
language and structure for defining the skills 
required in the digital age. It helps organisations 
recruit and retain top talent, as well as providing 
individuals with a clear roadmap for their 
career development.  

The Skills Framework for 
the Information Age (SFIA) 
Foundation produces the 
industry-recognised global skills 
and competency framework 
for the digital world. It defines 
the skills required by business 
and technology professionals at 
every level to design, implement, 
manage and protect data and 
technology.

The framework has seven levels of responsibility 
and covers many skills and behaviours, including:  

•	 Technical  

•	 Business  

•	 Personal  

•	 Digital  

•	 Leadership  

•	 Service management 

For individuals, understanding the skills and 
attributes required across the spectrum of 
digital roles allows them to identify their core 
strengths and areas of development, and to 
focus their efforts on developing skills that will 
be of most value to them.   

For organisations, SFIA helps match employee 
and candidates’ skill levels to in-demand roles. 
It brings together professional skills, behaviour 
and knowledge, and describes the specific 
requirements at various levels of responsibility.   
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Finding people with Potential 
WYWM, on the other hand, built the Potential 
platform to test, train and place candidates 
from marginalised populations in meaningful 
and well-paying careers in the private and 
public sectors.   

Additionally, WYWM provide a wide range of 
online courses specifically designed to ensure 
individuals acquire the knowledge they need 
to succeed in digital roles. Individuals are also 
offered access to mentorship and coaching 
to help them overcome any obstacles they 
encounter on their career journey. 

By supporting online learning with 
hands-on practical experience in 
new technologies, Potential gives 
individuals the opportunity to 
quickly build the skills they need to 
step into new roles or embark on 
their chosen careers.

The recipe for success 
Combining SFIA with the Potential platform can 
offer significant benefits to individuals who are 
often overlooked, by:   

•	 Identifying an individual’s strengths and 
weaknesses in relation to workplace or 
marketplace requirements;  

•	 Offering the training and practical 
experience required to succeed and;  

•	 Providing a supportive and inclusive 
environment for those who face barriers to 
employment including discrimination and a 
lack of opportunities.  

In addition to creating careers, the combination 
of these powerful tools will help reduce 
unemployment rates in marginalised 
communities by empowering them 
with the skills, knowledge, and practical 
experience to succeed.   

Armed with SFIA, companies like WYWM are 
transforming the way organisations find, hire 
and nurture digital talent, futureproofing the 
pipeline of digitally literate individuals needed in 
the public and private sectors. 

Find 
more 
"office" 
image
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Why every organisation needs 
a robust skills framework
The essential foundation piece for effective workforce planning is a comprehensive 
understanding of the skills an organisation has and the skills they need.

In any digitally-enabled workforce, knowing what employees are capable of – or 
where gaps exist – is crucial to ensuring ongoing success.    

Traditionally, determining the baseline skill levels of individuals has been an 
ambiguous and arduous process, but recent advancements leveraging SFIA are 
providing organisations with a consistent and accurate benchmark from which to 
start.  

Mapping the roles in your organisation against SFIA is the key to understanding, 
supporting and growing a future-proof workforce. It’s a daunting task to some 
perhaps, but one that will ensure your business has the capabilities needed to 
achieve its goals – and here’s why:  

1.	Defining the requirements for every role 
in your organisation by SFIA level ensures 
you maintain a consistent measure of skills 
and competencies within your workforce. 

2.	Understanding where true skills gaps 
exist will enable your organisation to 
adopt a targeted approach to filling them, 
either through training programs or with 
external hires. 

3.	Using these gaps to inform targeted 
employee growth plans will offer clearer 
learning and development pathways that 
are beneficial to both employees and 
the organisation.

4.	Empowering HR teams with accurate, 
comprehensive role descriptions and 
competency requirements will ensure the 
right people – with the right skills – are found 
when going to market for a new hire.   

5.	Future workforce planning will be better 
informed with an accurate understanding of 
your existing employee’s competencies, and 
the skills they need to reach the next level.  

Once the framework is in place, it becomes the single source of truth for skills and 
competencies across all digital roles and the agile foundation on which effective 
organisation-wide training programs can be designed and implemented.   

Through WYWM’s partnership with SFIA, we have several accredited experts who can guide 
your organisation in building your own aligned framework, validating staff’s skills, identifying 
their potential and training them for future.
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SFIA in action: The Australian 
Public Service Digital Career 
Pathfinder
The Australian Public Service Commission 
and the Digital Transformation Agency use 
SFIA to underpin aspects of their capability 
development throughout the Australian Public 
Sector.

The Australian Federal Government has 
embarked on a wide-ranging capability 
improvement program using the SFIA 
framework alongside their own behaviour 
framework. 

This program is being jointly led by the 
Australian Public Service Commission and the 
Digital Transformation Agency. 

Key activities in their work to date include: 

•	 The identification of digital transformation 
roles 

•	 The definition of these roles using SFIA and 
their behavioural values 

•	 Career paths to enable more structured 
career advancement

The Australian Government 
have a multi-year public sector 
SFIA licence covering some 96 
government departments and all 
IT resources within. 

Currently around 200 roles have been defined 
and the Digital Transformation Agency have 
developed and published a tool called APS 
Career Pathfinder. 

The APS Digital Career Pathfinder dataset 
contains role definitions for typical roles in the 
Australian Public Service (APS). You can use 
these definitions to determine potential career 
pathways and identify skills gaps in digital 
disciplines. 

Roles are defined according to: 

•	 Skills – using SFIA where relevant 

•	 Knowledge – using a simple magnitude scale 

•	 Behaviours – using the APS Work Level 
Standards

7

 SFIA in action: The Australian Public Service Digital Career Pathfinder

https://www.digitalprofession.gov.au/career-development/aps-career-pathfinder-tool
https://www.digitalprofession.gov.au/career-development/aps-career-pathfinder-tool


Explore the make-up of 
SFIA skills profiles for the 
APS Career Pathfinder tool 
by visiting the SFIA website.

https://aps-career-pathfinder.digitalprofession.gov.au/

Career Pathfinder

8

 SFIA in action: The Australian Public Service Digital Career Pathfinder

https://sfia-online.org/en/tools-and-resources/standard-industry-skills-profiles/australian-public-service/aps-career-pathfinder-skills-profiles


Case study: The first step 
towards true talent mobility
As part of an enterprise engagement with a leading global organisation, WYWM have been 
working to refine the process for building a tailored skills and competency framework that is 
informative, agile and aligned with SFIA.

Enabling flexibility to prepare 
for the future
An organisation approached WYWM with a clear 
goal in mind to create a flexible workforce where 
talent could be easily moved across verticals in 
the business as the need arose. 

This would see employees readied to tackle the 
challenges of the future, while benefiting from 
investment in upskilling and a clearer view of 
available career opportunities. It would also allow 
the organisation to accurately identify and fill 
skills gaps by uncovering latent potential in their 
existing workforce and informing targeted job 
descriptions when seeking a new hire. 

The problem lay in creating a robust workforce 
framework for the organisation, with an agreed 
upon, globally recognised description of the 
skills and competencies required in each role. 

A comprehensive map of 
existing skills 
WYWM began by working with the Head of 
Learning and Development to review the 
organisation’s existing workforce framework 
which mapped approximately 700 roles across 
a range of areas. Initially, the program would 
examine five key growth areas: software 
engineering, systems engineering, electronics 
engineering, IT and cyber security. All roles 
within the existing framework that fell within 
these areas were cross mapped against 
SFIA levels.  

The next step involved assessing the skillsets of 
existing staff to accurately identify gaps, while 
also uncovering those with a strong aptitude for 
acquiring new skills in particular areas.  
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Informing targeted training programs 

With the insight derived from the program so far, WYWM can develop tailored training 
programs for the organisation that will see the right staff upskilled to cover gaps, and those 
with potential placed on pathways to success in new areas of the business.  

By mapping their workforce against the SFIA framework and assessing staff competencies 
and aptitude, the organisation is already benefitting from: 

The know-how to create a 
universal framework of clearly 
defined digital roles and 
the skills and competencies 
required across each level

Accurate information on skills 
gaps to inform workforce 
planning and the immediate 
implementation of tailored 
training programs

Data-driven insights into the 
potential of individual staff to 
succeed in specific roles

The ability to tailor learning 
pathways that are of most 
benefit to both individual staff 
and the organisation

Improved staff retention 
through clearly defined 
development plans, career 
pathways and access to 
opportunities

Clear and accurate position 
descriptions for HR to go to 
market for new hires

Expanding this program across the wider workforce and 
creating a culture of continuous learning will see this 

organisation achieve true talent mobility.
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Capstones:  
The moment of ‘proof’
When implementing a skills-based approach to find and nurture talent, the final step in the 
training process is for individuals to demonstrate their newfound competency. At WithYouWithMe, 
this moment of proof is known as a Capstone.

Capstones are technical projects and supporting presentations where individuals can demonstrate 
the technical skills they’ve gained and how those skills meet the needs of their organisation.  

Aligned with SFIA skills and proficiency levels, Capstones offer a repeatable, evidence-based process 
to validate technical competency across a range of skills in a single project. 

Instructions provided 

The training instructor provides a Capstone brief 
which includes instructions, a link to relevant 
training resources and a timeline for delivery.

Capstone build  

The candidate has 1 – 3 weeks to build their 
Capstone project, with timing dependent 

on the amount of work required. During the 
Capstone 'build' period, the candidate will 

usually have a least one check-in session with 
their training instructor. 

How Capstones work 

1step

2step
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Presentation preparation   

During the Capstone ‘assessment’ period, the 
individual must complete: 

A first draft – This is seen only by the instructor and 
includes showing the working behind the project. 

An internal presentation – This is a practice run-
through of the full presentation watched by a 
broader team of training instructors. In this session, 
individuals are asked technical questions to test 
their knowledge and can gather feedback before 
completing their final Capstone.  

Capstone delivery   

The individual delivers their final Capstone 
presentation to their manager and other 

relevant team members and answers technical 
questions relevant to their new skillset. 

completing their final Capstone.  

4step

WithYouWithMe has a growing catalogue of Capstones for organisations to choose from, curated 
to specific industries and job roles. These projects may take the form of analytical business reports, 
small software development projects, data analysis demonstrations or application building. 

For individuals 
Capstones represent a key moment in the 
learning journey. They’re an opportunity to 
reinforce the knowledge gained and ensure an 
individual feels confident in tackling a new role. 

For organisations 
Capstones enable employers to validate skills in 
a way that is repeatable, measurable and aligned 
with industry-standards.  

When combined with WithYouWithMe’s 
personality and aptitude testing, Capstones 
remove the need to follow traditional processes 
when hiring or moving talent into technical roles.  

3step
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About WithYouWithMe
WithYouWithMe (WYWM) is a veteran-led social impact company 
dedicated to tackling the global digital skills crisis. Named the 
Asia Pacific’s fastest-growing tech company (Deloitte Technology 
Fast 50 2019 & 2022), WYWM lowers the barriers to entry into tech 
careers for veterans, military families and other underrepresented 
groups such as the neurodivergent, indigenous groups and 
refugees.

WYWM pioneered a new model for aptitude and attitude testing 
that identifies people with the ability to thrive in tech-based roles 
and then provides them with accredited training to get them 
rapidly proficient.

WithYouWithMe has deployed this approach with the world’s 
leading defence agencies, government organisations, Primes and 
technology providers, ensuring they have the talent they need to 
ride the digital wave. The company has placed more 20,000 people 
into careers in high-demand fields including cyber security, data 
analytics and software development.



Find out more about aligning your organisation with 
SFIA and unlocking latent talent in your workforce. 

Find out more
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